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Ubersicht Continental Konzern

IT Organisation bei Automotive
Management von Audits mittels Verinice
Struktur in Verinice
MalRnahmenverfolgung mittels Verinice

Reporting
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FUnf starke Divisionen

|
Chassis & Safety

Powertrain

Interior

Vehicle Dynamics

Engine Systems

Instrumentation &
Driver HMI

Hydraulic
Brake Systems

Transmission

Infotainment &
Connectivity

Passive Safety &
Sensorics

Hybrid Electric

Intelligent Transportation

Advanced Driver
Assistance Systems
(ADAS)

Vehicle Systems
Sensors & _
Actuators Body & Security

Fuel & Commercial Vehicles &

Exhaust Management

Aftermarket

Automotive

I
Reifen ContiTech
Pkw-Reifen _ .
Erstausriistung Air Spring Systems
Pkw-Reifen Benecke-Kaliko

Ersatzgeschaft, EMEA

Pkw-Reifen
Ersatzgeschaft,
The Americas

Pkw-Reifen
Ersatzgeschaft, APAC

Nutzfahrzeugreifen

Zweiradreifen

Group

Compounding
Technology

Conveyor Belt
Group

Elastomer Coatings

Fluid Technology

Power Transmission
Group

Vibration Control
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Uberblick 2014

Umsatzanteile der Divisionen in %

ContiTech Chassis &
11% ’ Safety
Seit 1871 mit Hauptsitz in Hannover 22%

34,5 Mrd € Umsatz

189.168 Mitarbeiter weltweit

317 Standorte in 50 Landern

Reifen

28% Powertrain
19%
Interior
20%
Stand: 31.12.2014
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Continental Automotive Divisions
Organisation

Global Key Account Management & Marketing
Systems & Technology Automotive
Quiality Automotive, Purchasing Automotive, IT Automotive

Central Electronic Plants

Chassis & Safety Powertrain Interior
Division Division Division

Continental Engineering Services

Aftermarket
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Automotive IT Key Facts & Figures
Automotive IT managed eine komplexe IT Umgebung

- 300 unterstutzte
Poekte

~ 33,000
SAP Anwender

o~ 1.300AIT
Mitarbeiter

~ 78,500

Mailboxen

~ 9,100 mobile
N Anwender

~ 22,000
Engenieure, die [
wir unterstiitzen J=gC

L&

“© SAP Status: Januar 2015
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Zaventzm Guyaneount  Netherdands Ardidsjaur gmnlj:'_l s flrmh:nmh- :lh;:::;en
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. Rambouliet " Switzerland Elsenach Obeffronnay | Roding South Korea
Czech Republic Touluse | Portugal Rt Frankmurt 3. M. * Lingau Sefwalbach am Taunus ] AyEng
Adrspach Falmeia UK Eihom Lohmar L China Chaongwan-gun
Brandys Romania BiTningham Eruenstadt sardor Viiingar-Sehwanningen Changehun E icheon-city
Frenstat Hungary e 2 Enb ale Hanaver Nuremberg  WeEIZar Changshu Zejong
Jlcin Budapest Ve Ingalstag Helhe Saoul
Dzlrava Veszpram I;':Im Hefel Gyeongghdo
Trutnow Hong K Fa
UsA Timisoara i naye
Allemtown .
Aubum His | EndemEan Slovakia Lian Yun Gang  janan
[ Morgarton Canad Zvolken Man|ing -
12 Mewport Hews nada owFu
Bl'h'l'E:f Chathal Hamakila
Morihioraok m Shanghal
Culpeper ., Hiroshima
Dearbom =Egun T|EI'IJ|I'I Monbetsy
Elkhart w"E':"HM”E I unu Tokyo
Dweer Park Utsunomlya
Fountaln Inn Yokohama
Taiwan
B Tainan
Tal
Mexico el
Cuautia I
Guadalzar - India . Philippines
j— Costa Rica P . Calamoa
angalore Indonesia Manila
Las Colnas Alajusla Chennal si Bekacl
Nogales Zan Jose . ingapore
Sﬁg: E?:II'I!IEH Tunisia ':”E""u%ﬁ':'
Tlamuepague Campinas Blzerie Haryana Malaysia )
Gravaial Manesar Alor Star Parstralia
Suanihos Hmplﬂ"ﬂ F'Eﬂa"lﬂ Bundoora
Manaus Pune Petaling Jaya Camposiificaid
Fesande B Zha Alam
Zao Bemardo do Compo
Zatto Thiailand
Varzea Paulista Amata &
E,a,.,gm'r’ B Jgint Ventures < 5%

Anwenderkonferenz "verinice.XP"
Public

17. September 2015
L. Daschner © Continental AG



Organisation

Automotive IT Andere Funktionen
ClO Internal Audit
|
Strategy & Processes Data Privacy Officer
Compliance
Information Security & IT Compliance
c IT Security
Q
[
2 Intellectual P t
InfoSec Office Regional InfoSec Authorization = nteliectual Froperty
Managers; RISM Management %
4 FTE RBG u. SBA AP: 1FTE MNL 7 FTE (AP, EU, NA) Systems & Technology
CN: 1FTE SHA
EU1: 1FTE RBG
EU2: 1FTE RBG :
EU3  1ETE TLS Corporate Security
LA: 0,5FTE GRU
NA: 1FTE MOR :
Quality, Q-KAM
Local InfoSec Advisors; LISA :
Benannte Personen / Lokale IT Leiter Betriebsrat
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Struktur
Standorte
Audits (intern, extern)
Steuerung uber “Tags”
MalRnahmenverfolgung

Abweichungen

Verantwortliche (AR), Zieltermine

Benachrichtigungen
Reporting
Geografisch

Inhalte (Top 10, worst 10)

File

E< Information Security Model 23 + (=]

|]| &l

Edit View Help

2 =

= Y o & Oesfsalasd

d

o [F

2([E)| ehew [ =0

"4 _Test Location

- B CA_00_Administration

- [E3 CA_0D0_External_Audits

> GF CA_01_Audit_templates
- @ CA_AP_AU Bundoora

4 [l CA_AP_CM_Changchunl

[ Assets

4 E Audits

4 [] Location Security Index
4 {C Controls
a % 5 Security Policy
<7 5.1 Information Security Policy
. & 6 Organization of Information Security
. &% 7 Asset Management
: .{i 8 Hurnan Resources Security
. &% 9 Physical and Environmental Security
. % 10 Communications and Operations Management
. &% 11 Access Contral
. &% 12 Information Systems Acquisition, Development and Management
. % 13 Information Security Incident Management
: .{i 14 Business Continuity Management
. & 15 Compliance
£, Persons
]
- ] I

% Controls

- @, Documents

o Exceptions
= Incidents

- £ Persons

i Processes
- Records
B, Requirements

; Responses
I

-~

m
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Beispiel

Bereich
Region
Land
Standort
CA_AP_CN_Changchun 2 <= Objekt in Verinice

= Assets
H Audits

] Location Review (2013-11) Intern (Archiv)

] Location Security Index
| Self Assessment |

- I |

-
Nt 3

Intern (aktiv)
Intern (Archiv)
Extern (Archiv)
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MalRnahmenverfolgung mit Verinice

> Durchsprache
der Ergebnisse

> Benachrichtigung
bei
Uberschreitung
des Zieltermins

> Definition einer
Mallhahme bei
Abweichung
(incl. AR und

Zieltermin)

> Aufgabe an
Action
Responsible
zuweisen
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Mal3dnahmenzuweisungsprozess

Action Tracking with Verinice
<
2}
= Information weekly reminder
o
<
Uk
b 4
. L Due date
_ ?
% Action / due date Action finished? reached?
[0}
($)
'2 4
=
T
>
yes
> End
S v
<) .
o Assingment of tasks Information
bl (actions/due dates)
g to AR (LISA)
°
=}
<
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Malnahmenbearbeitung in Web-Applikation

verinice.

verinice.WEB

Tasks
Tasks
Apply extension Not responsible Completed Complete all
Task Group... * « Read ¢+ Unread Reload

TODQ InfoSecOffice: Prozessnachweise von Corp. IT /1T Sec. anfordern / erbringen.
You have three options:

+ Apply extension: Apply for an extension of the due date.

* Not responsible: You are not responsible for this task.

+ Completed: The task is completed.

Task + Object < Due <

127 12.7 Prosecution of vulnerability (patch management) 11/30M5
16.1 Reporting system for information security

16.1 incidents (Incident Management) 11130115

18.2 18.2 Protection of personal data 11/30/15

12.7 Prosecution of vulnerability (patch m4g

Save Save and open next Open next

General

Actions

TODO InfoSecOffice:
Prozessnachweise von Corp. IT/IT Sec. anforderr

Notes

Findings

Es ist nicht bekannt, wie der Patch-Management-H
technischer Schwachstellen (verantwortlich: Corp|

Complete until
9127115 0|
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Mahnung bei Nichterflllung

Possibilities of AR / LISA

Action Responsible

No. of question

Link to web application

Defined Action

‘ verinice, task deadline passed:
donotreply An lothar.daschner
__ Bitte Antwort an donotreply

Dear Vi

The deadline of a verinice task expires without fulfillment:

T.B. sollte die Schliissel ihres Rollcontainers regelmadfig auf Fun
® Apply extension: Apply for an extension of the due date.
® Not responsible: You are not responsible for this task.
® Completed: The task is completed.

Assignee of the task is: _

The tasks affects the following object in verinice:
9.5 Resources removal authorization

You will find a list with all your task here:
http://bhsverix:8080/verniceserver-beta'todo/task. jsf

After logged in you can edit your tasks in the browser.

[This e-mail has been automatically generated ]
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Reporting mit Verinice

Results by Region

> Weitere Reports:
» Top 10 / worst 10

> Action Plan

AP EU1 EU2 EU3 » Open tasks

Results by Country > Db-dump

100.00%
B0.00%
G0.00%
40.00%
20.00%

0.00%

CN IN JP KR MY PH SG TH AT DE ©CE& HU RO RU BE ES
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verinice.| eingefihrt fur interne & externe Audits gem. 1ISO27001 / VDA-Fragebogen

> 80 ‘aktive’ Audits verfugbar
Reporting verfiigbar Automotive ww, Region, Land, Standort, Audit
Echtzeit-MalRhahmenverfolgung

Status-Informationen & KPIs “auf Knopfdruck”

FUR VDA-MITGLIEDER
@ VD ﬁ Verband der
5 Automobilindustrie
supported by
S N t Méchten Sie ein VDA-Information
er e Security Assessment (1SA)
durchfiihren? verinice hilft Ihnen
license: d by .
IT-G dschutz dabeil
St . . VDA-Mitglieder und andere
Inform ationstechnik ’ Interessierte an diesem neuen
Verfahren kénnen sich hier
weitergehend informieren.
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Fragen ?

(ontinental

,,S‘
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far Ihre Aufmerksamkeit!
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